
Safeguarding your Tax Payments 
Over the last few years, we have encountered an increasing number of our 
clients payments for taxes owed or quarterly estimated tax payments fall prey to 
fraud schemes such as check washing, or out and out theft in order to gain 
access to a clients banking information.  

What is Check Washing Fraud? 

Check washing fraud is a multi-step process where thieves aim to steal money 
from unsuspecting victims by: 

1. Stealing Checks: Criminals target checks in transit, either from 
mailboxes or during USPS collection. This can involve individuals or 
organized crime rings. 

2. Altering Checks: Stolen checks undergo a chemical washing 
process to erase crucial details like the payee and amount, leaving 
the signature and paper intact. Alternatively, they might physically 
scratch out the existing information. 

3. Forging Information: With a blank canvas, criminals inscribe new 
payee names and amounts, altering the check to their advantage. 

4. Depositing and Withdrawing: The manipulated check is deposited, 
either through traditional banking or mobile deposit services. The 
stolen funds are then swiftly withdrawn. 

This process often involves different individuals within the crime ring, each 
specializing in specific tasks like stealing, washing, or cashing checks. This 
complexity adds to the scheme’s effectiveness. 

Protecting your IRS and Other Tax Payments 

To minimize your risk of falling victim to check these crimes of fraud, consider 
these preventive steps: 

• Embrace Electronic Transactions: Opt for online bill pay, 
transfers, and secure peer-to-peer payment apps whenever possible 
to reduce reliance on physical checks for IRS payments. 

• Secure Writing Practices: Use gel pens with black ink, known for 
their resistance to chemical washing. Consider brands like Uni-Ball’s 
Super Ink for added protection. 



• Mail Safely: When mailing checks is unavoidable, drop them off 
directly at the post office for increased security. Avoid USPS 
collection boxes, especially in areas with low foot traffic. 

• Mailbox Vigilance: Regularly collect mail from your mailbox and 
utilize USPS Informed Delivery to monitor expected mail deliveries. 
This allows for early identification of potential theft. 

• Travel Considerations: If you travel, request a USPS mail hold to 
safeguard your mail from potential theft during your absence. 

• Financial Oversight: Regularly review your checking account for 
any unusual or unexpected withdrawals. Promptly report any 
suspicious activity to your bank or credit union. 

 
While all of these steps will help limit your exposure. It is our firm’s suggestion 
that, when at all possible, to please use the links provided on our website to pay 
your taxes directly to the respective agencies. 
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